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very necessary to use computer security properly. Security and confidentiality
are important aspects of a message, data or information. Encryption is one
method of securing documents that maintains the confidentiality and
authenticity of documents, and can increase the security aspects of a
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symmetric algorithm used for encryption with the aim of protecting sensitive

data or information using encryption and decryption techniques with key
lengths of 128 bits, 192 bits and 256 bits. The results of the encryption web
implementation can lock important files with a 128-Bit key. So that the level
of vulnerability to data security breaches is getting lower. Which means that
encryption using AES is able to overcome the prevention of vulnerabilities in

the collapse of important data.
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1. Introduction

Technology  continues to  develop.
especially in the computer field, so it is very
necessary to use computer security properly.
Security and confidentiality are important
aspects of a message, data or information. [1].
One important aspect for secure communication
is that it can be defined as the conversion of
data into a decipherable cipher code. [2]. PLN
Rayon Perawang is a company engaged in
electricity. In the object of this research there is
a problem, namely the absence of data security
or important files. So it is still potentially
vulnerable to security from irresponsible
people.

Cryptography is a document security method
that maintains the confidentiality and
authenticity of documents, and can increase the
security aspects of a document or information.
[3]. There are 5 aspects to data security,
namely:
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1 Privacy: ensuring that data or
information is stored securely and privately.

2. Integrity: the authenticity of
messages sent over a network and can
ensure that the information sent is not
changed during the transmission process.

3. Authenticity: ensuring the
authenticity of data when receiving the
data.

4. Avaibility: the information system is
attacked or broken into can hinder access to
information such as sending multiple
servers.

5. Access Control: regulates the way
information is accessed such as a
combination of id and password. [4].

In cryptography there are 2 ways of
encoding,  namely  encryption  and
decryption. Encryption is an encoding
process that changes a message code that is
easy to understand. Meanwhile, decryption
is the opposite of encryption, which is the
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process of encryption. encoding that
converts an incomprehensible message
code into an understandable message code.
[5].

The Advanced Encryption Standard
(AES) is a symmetric algorithm that It is
used for encryption with the aim of
protecting sensitive data or information by
using encryption and decryption techniques
with key lengths of 128 bits, 192 bits and
256 bits. [6]. In this study using 128-Bit
AES encryption. The 128-bit AES
algorithm sequence is called a data block or
plaintext, while what will be encrypted
becomes ciphertext. [7]. The AES
algorithm encryption process has 4 types of
bytes transformation, namely:
AddRoundKey, SubBytes, ShiftRows and
Mixcolumns. Initially the input copied to
the state will undergo a byte transformation
in the form of AddRoundKey, after which
the state will experience SubBytes,
ShiftRows, Mixcolumn and AddRoundKey
byte transformations repeatedly as many as
Nr. This process is called a round function.
The last round does not occur in the
Mixcolumn transformation. [8].

2. Research Method

The research framework is a concept
that describes all the stages carried out in
the research process, which connects the
visualization of one variable with another.
So that the research is organized
systematically.

w

Penslitzin Pendsboalusn

+
Observan Lagangan
Wenanears
Pengumpulin Dta.

WL

'

‘Anlisa Dats | Analisy Proses | ‘ Anlisa Sntem

Perancanzan Aplikan Enlripsi

Peagnjian Sumem

Evabusi Sistem

il

Tnglementas

Figure 1: Research Framework

a. Study Introduction

Problem identification is carried out
by approaching the object of research.
The purpose of this stage is to find out

the problems that occur precisely, so that
it is hoped that the research can provide
the most optimal solution to solving
these problems.

b. Data Collection
Data collection is done by studying
books and journals related to the research.
c. Analysis
This stage aims to identify the problems
that exist in the system and determine the
system requirements for the system being
built.
1. Data Analysis
This stage is carried out after
collecting data and information that has
been taken through direct interviews,
this data analysis stage is a process for
processing data that is used as a sample.
The data obtained is in the form of an
Excel file. And at this stage data
cleaning is also carried out by correcting
data that is not formatted in excel.

2. Process Analysis

This stage of research is carried out
by applying the Cryptography method
using the AES (Advanced Encryption
Standard) algorithm.

3. System Analysis

Description of a complete
information system in its component
parts.

d. System Design

The design process has 2 methods,
namely designing models and designing
interfaces. Model design focuses on
designing the Unified Modeling Langueage
(UML) which will be applied to the
website, while the interface design focuses
more on the appearance of the page
intended for admin and staff.
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3. Results of the Discussion

The system created is a website that uses
the PHP programming language. Encrypted
files are * pdf and * xls which can only be 5
MB in size.
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Figure 2: Login

2. Encryption Form Display
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Figure 3: Form Encrypted
In Figure 3 there is a form that will be filled

in by inputting the file to be encrypted, then
entering the key and description of the file.

3. Display of files that have been successfully
encrypted

Figure 4: Ehcryp Result
Figure 4 is the result of a file that has been
encrypted with the AES algorithm opened

with notepad.

4. Display of decryption form

Figure 5: Form Decrypt

Figure 5 contains a form that contains a
description of the file name that has been
encrypted, then if you want to decrypt the
file, please enter the key created during
encryption.

5. Encrypted database view

Figure 6: An Encrypted Database
Figure 6 is a database view for storing
encryption and decryption files that have been
done.

4. Conclusion

With the implementation of encryption on
customer data at PLN Rayon Perawang,
improving the security system that previously
did not exist. As well as maintaining the
integrity of existing data. The AES algorithm
method is effectively used when decrypting a
file.
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