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The Sumatra V River Basin Office in Padang City is an organization and
technical implementing unit under the Ministry of Public Works and Housing that
manages water resources in the river basin area. In an effort to improve the quality
of network services, effective and efficient bandwidth management is needed to
regulate bandwidth usage, as well as enhance network security, which can improve
network performance. This study aims to optimize network performance in terms
of Quality of Service (QoS) parameters and network security using Quality of
Service (QoS) and Port Knocking methods at the Sumatra V River Basin Office in
Padang City. The research method involves literature study and case study. The
literature study is used to understand the theories and basic concepts related to
bandwidth management, Quality of Service (QoS), Queue Tree, Firewall, and Port
Knocking. The case study is conducted by implementing QoS bandwidth
management and Port Knocking network security in the network of the River Basin
Office. The results show that the implementation of QoS Queue Tree bandwidth
management and network security using the Port Knocking method successfully
improved network service quality at the Sumatra V River Basin Office. Through
this approach, the use of bandwidth and often open and easily accessible ports can
be more efficiently regulated, resulting in optimal network service and security.
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Balai Wilayah Sungai Sumatera V Kota Padang merupakan organisasi yang
dan tata kerja unit pelaksana teknis kementrian pekerjaan umum dan perumahan
rakyat yang melaksanakan pengelolaan sumber daya air di wilayah sungai. Dalam
upaya meningkatkan kualitas layanan jaringan, diperlukan manajemen bandwitdth
yang efektif dan efesien untuk mengatur penggunaan bandwidth, serta peningkatan
keamanan jaringan yang dapat meningkatkan Kinerja jaringan. Penelitian ini
bertujuan untuk mengoptimalkan kinerja jaringan dalam parameter Quality of
Service (QoS) dan keamanan jaringan menggunakan metode Quality of Service
(QoS) dan Port Knocking pada Balai Wilayah Sungai Sumatera V Kota Padang.
Metode penelitian yang digunakan melibatkan studi literatur dan studi kasus. Studi
literatur digunakan untuk memahami teori dan konsep dasar terkait manajemen
bandwidth, Quality of Service (QoS), Queue Tree, Firewall, Port Knocking. Studi
kasus dilakukan dengan menerapkan manajemen bandwidth QoS dan keamanan
jaringan Port Knocking dalam jaringan Balai Wilayah. Hasil penelitian
menunjukkan bahwa penerapan manajemen bandwidth QoS Queue Tree dan
keamanan jaringan menggunakan metode Port Knocking berhasil meningkatkan
kualitas layanan jaringan di Balai Wilayah Sungai Sumatera V. Pendekatan ini,
penggunaan bandwidth dan port yang sering terbuka dan mudah di akses dapat
diatur secara lebih efisien, sehingga layanan jaringan dan keamanan jaringan
berjalan secara optimal.
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